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3.8 lidudldfuenaniviemnuduiu faeneufashiveniumalne Fuusissuravesgiudelaue
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3.9 Wiiludfnausslevidmiududf udoiauesiased uiiidd udeiaualiun drifnatu
ALYNITUATHUNMUMINIA (a9.) & Twaueral visliidudnszinmsdulumstavinms
wisiuneegaiussalumsauoaadel
3.10 fivisdedinidasusediorimmmnasguarfeulvwadliuimsssuunans sgrdiondisd
3.10.1 fumsgrunsiiuinisaumaluladaisaumeszuupana (T Services Management)
ISO/IEC 20000-1 1Huneinatias
3.10.2 duwsgrunsuinnsdaniiainulasnsevesdaya (Data ProtectionManagement)
ISO/IEC 27001 (vi58 1A%, 27001) uaz CSA STAR (Husgisies
3103 fwespudmiunsdanisfeyadiuyaea (Cata Privacy) ISO/EC 27701 (Wia wwm. 27701)
\huednales
2104 Wmsgumsiamsanutuasaentediuasaumalussuunas dwdumen
Iﬂiﬁﬂ%ﬁﬁﬁugwuﬁwﬁmuwNmiaumﬂ (Critical Information Infrastructure: Cll) ISO/IEC27017
w30 CSA STAR uag ISO/IEC 27018 %3 CSA STAR usgwiley
3105 fdoanassziunsiiuingg (Service Level Agreement (SLAY) lilsinnda 99.95%

3106 fnmsdensmudteyavanludszsmalve (Data Localization)
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3.10.7 Bugenlilimadanleszuumana AUSTUUUTMIIANIIAaTIANANS (Cloud Management
Platforms) ¥@4nsensHAviaNe IrTwgRakavdal futewng AP Lﬁaﬁaﬂm%yﬂé’
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(2) Feyanismuiualdieniuntsldnuais (Pay per use)
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(3) dayamsliaunineinsssuunand
3.1 fuihesadimiledoudsdasumsmmineangliuinisuuu Public Cloud mnaluglusséulan
Tnedpaliuimsuasfiquitayadinsegluvansussimeldsnngt 5 wintalan uavilguddoa
fosoyluvszimalnglitosnds 3 windemmutunuariinasgnilising1 uptime institute
Tier 3 aeaipy 2 uie viiednh
3.12fluszaunsallumsguassuuramisfitisadesty infrastructure-as-a-service Tiumienuves
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4. Yaurmiianufiaydng
4.1 qrudnuaizmluvasuings

4.1.1 flszvunsdanisAndmadadaniunng Self-Service Portal npaunsasasdunisniraasy
mmgﬂﬁammvﬁaw%ﬂu (Multi-Factors Authentication) Lﬁal,‘ﬂ”lgi‘iglm Cloud Console

4.1.2 Platform Public Cloud anunsalnuins Self Service Portal 6% web browser dmiugnen
fioflzanusndan1sninenns cloud 39530lURY Infrastructure as a Service way Platform as a Service
14 U3Ms Database, U3Mg Middleware, U315 Container, Big data, Blockchain, Al Wislianansaldauy
IhmuAudRInsTaILewRAIAdY

4.1.3 flsuumsdesiunaznsteseudndnisidniia Resource Public Cloud wasfians wavannsn
wnAmTdnBuniaduas Service #1199 WY Self Service Portal 1@

6.1.4 finrsdseadeya (Backup) amsluguidayandn (OC Site) uazauidoyadizes (Backup
Site) vaw{ FudaPaInyn i leevnsiiudeyalisvaznaredrades 7 Yu ueziinisuen Service aanann
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4.1.5 fuiaslumsdisesdoyalnaiisesiuinion Server famunlute 4.2.1-4.2.9 waeditudiluns
yhmsehsesdeyaliidesndt 11,500 GB fiu Service wenannssuu Storage dn warnszaemMaiudoya
a 3 Auddoyalulsemelng

1.1.6 g iuinazifudquanazirsednuinisliuinisegluaamnsidaulddediane uas
fidmihisundangdatomann 24 daluauasufiRnsudlunely 20 $9lus aaen 7 Su/duand Taeille
ssuunauiudalul@ warliiuiuvgassns

4.1.7 fu3nslumsidensienuu Virtual Private Network fisasfumsidesiolidount 20 Mbit/s

2.1.8 fiuFn13 Public IP Address li/tfoanyn 9 Public P Address Tag#i un'as IP Address 3
Bandwidth support lsifasnin 100Mbps wazlimsliuinis Data Transfer out laitioandt 1 T8 deiiew

£.19 fiuimafiudayanisenasnnsufinmesvesaiosnauinnefuidieiou nuda 4.2 Tee
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4.1.12 518URan1sTIIuIdsErUATeutaEiion (Cloud computing) taedavidusiganu
UsgBnSamnsldnuresssuveg tausail

® (CPU monthly usage ® Disk monthly usage

® Memory menthly usage
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® Network Average monthly ® Drocess monitoring usage

usage ® Rackup monthly usage

4.2 pruaudiannamailnvad Cloud Service Server

4.2.1 E-contract server $1uu 1 1a%es fnaaudisasialuil
e VCPU fdmnuliveenin 4 vCPU
e Memory Sdmnulddesnit 8 GB
o fuiidmAudoyelidosnt 500 GB uarseeiu IOPS geanlaitiasndn 5,000 IOPS
o § Operation system \u CentOS, Ubuntu viaiileuin

4.2.2 E-proposal (Front) server #1u7u 1 1384 ﬁ@mamﬂ’ﬁﬁdﬁialﬂﬁ
e CPU Hdnulsiesnia 4 vCPU
e Memory Sduiuliitisani 16 GB
o fuiidnfuiayalidennit 190 GB uariasit I0PS geamlsiierrin 5,000 IOPS
¢ il Operation system 1Ju CentOS, Ubuntu viaifieuiyi

4.23 E-proposal (backend) $1uau 1 1nTes SnuauiAcieluil
* VCPU Fidruauliiifesndt 4 vCPU
o Memory fuiulidesnin 16 GB
o Huildnivoyaliitiesndt 160 6B uazsasiy I0PS gegalsiviosndr 5,000 10PS
e i Operation system Ju CentOS, Ubuntu viawieuwyii

4.2.4 Public-Policy-Partner $1uu 1 in3as aauauifdiatud

vCPU fiduaulideenin 4 vCpU

¢ Memory fiuauhidsenin 16 GB
o iudidmifiudoyaliitionndt 1000 GB uazyesiu IOPS guan laifaenda 5,000 IOPS
¢ il Operation system 18U CentOS, Ubuntu viaifieuwi
4.2.5 HIA-NHCO $1unu 1 1eipe fnauaadfsioluil
e VCPU fdmnulitanndn 2 vCPU
e Memory Hdmunulsitiaanit 4 GB
o fuiidnuteyalivosnit 20 GB warsesiy 10PS geamlsitiornin 5,000 IOPS

e il Operation system i CentOS, Ubuntu siFeleuwh
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4.2.6 National-web-new-sync $1u3u 1 1309 HnaautAdisaluil
e CPU fidrunulidasnii 4 vCPU
e Memory ddtuauliteanit 8 GB
o fuitdniutoyalitiosnd1 1,000 GB wassassu 10PS gagniiitioendt 5,000 IOPS
e i Operation system i CentOS, Ubuntu viaifieuivii
4.2.7 National-web $1u2u 1 1d0q HnmautAdetelud
e VCPU fdunuliidesnit 4 vCPy
e Memory J9ruiuliidaenin 8 GB
o fuiidafudeyalsivoanit 1,000 GB uarTesdy 10PS geanlaitiesnin 5,000 IOPS
e il Operation system 18U CentOS, Ubuntu #3auflsuwi
4.2.8 Odoo Minimum Production $1uau 1 1a3a4 Hnaueuifdedeluil
® CPU fiinnuliitiesndin 8 vCPU
® Memory Hinulivagnii 16 GB
o dufinifutoyaliiiasnit 1,064 GB wazTasiy IOPS gegnlaitsnn 5,000 I0PS
® i Operation system \Hu CentOS, Ubuntu viaiieuwin
4.2.9 Odoo Minimum Non-Production $1u7u 1 ides Tinuaunifdielus
e VCPU fidrunulaiviesnin 8 vCPU
e Memory fiinunuldioani 16 GB
o iuilinfudoyalsidanni 540 GB uarsasdy IOPS geaalhitosnda 5,000 IOPS
e il Operation system 1¥u CentQS, Ubuntu ¥3aufleumi
1.2.10 Web application Firewali $1umu 1 swuv fqueaudidwalui
o  T91u7u sub-domain liaanin 7 sub-domain
®  AW1IMINTUSINTIANSHIYL Self Service Portal 191
. 'iad'%’Um'imfmfﬁ’uLLazuganﬂ”sJﬂﬂﬂmwj'u SQL. injection, XSS, Remote overflow
vulnerabilities, File inclusion, Bash Vulnerabilities, Remote command execution,
Directory traversal, Sensitive file access, commandiazcode injection

ausanviuatasfuseiuUszina (Blocking web request base on countries)
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e il dashboard dwiunsiaaau 10 Sudu (Top Tens) Tuiite fmaluil
i. Attacked website
il. Attack source IP address

jii. Attacked URLs

1211 qaanddnunailavas Cloud Service nnglsvauivnaudes 4.2.1-4.2.10 #a3a1u150
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0,212 fApdiin1svadaeusEuUYae Cloud Service mgldasulnsude 4.2.1 - 4.2.9 \Juszeziian

7 Juilavedau DR site
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